
Protect Your Students  • Safeguard Your University • Foster Trust with Parents  

Identity Theft Protection for schools and students

College students are the #1 target for ID Theft

Young adults are victims to fraud
more often than seniors. 

- FTC Annual Summary of Complaints reported by consumers

According to a recent study conducted by the Federal 
Trade Commission (FTC), college age students are 
the most frequent victims of ID theft. Experts believe it 
may be because they are young and inexperienced in 
cyber safety.  Every day, students expose their 
identity when they routinely type in their personal 
information into online order forms, banks, social 
media and more.  As a student enters college, they 
are consistently asked for their social security number 
for offers from credit card companies, new doctors, 
student loan forms and more. In fact, reports of 
student loan fraud surged more than 120 percent from 
last year. 

Students aren’t the only ones exposing their identity.  
Each year, universities report data breaches that 
expose thousands of student personal records. This 
kind of data is a big payday to hackers. 

Reference: 
FTC: 2017 Consumer Sentinel Network Data Book.

Keyloggers are a form of spyware that steal everything 
you type into a PC or mobile device. They are the #1 
malware used in identity theft and are downloaded as a 
result of clicking on an infected link in a phishing email, 
text, video or image.  With a stolen database of student 
email addresses, millions can be targeted at once with 
phishing emails luring the student in with free offers 
aimed at their age group. As soon as they click on the 
offer, an invisible keylogger is downloaded to 
the student’s device without their knowledge. 

CyberIDLock Identity Protection Plan is different from 
other popular plans because it provides software that 
can block 100% of keylogging spyware.  No other plan 
offers this kind of protection. CyberIDLock is backed by 
a $1,000,000 Personal ID Theft Protection Policy.

See back for details. 



CyberIDLock For All 
Incoming Students

Identity Protection can 
make a great addition to 
your admission package

Identity Theft Protection Plan 
• EndpointLock Keystroke Encryption Software  •  Unlimited Dark Web Email Scan  •  Early Warning Monitoring

• Fully Managed Recovery  •  Member Education  •  Identity Theft Newsletter
• CyberIDLock is backed by a $1,000,000 Personal ID Theft Coverage Policy

College students are ill prepared to handle the digital threats they are about to face as they 
apply for student loans and enter into their college years. They are treated as adults, but still lack 
the life experience and understanding of how important their identity and credit health is to 
their financial future. Imagine a parent visiting your university’s home page for the first time and 
they are greeted with a promise to help protect their child’s identity with an Identity Theft 
Protection Plan available for all incoming students. 

According to  a recent survey, 35% of employers now offer Identity Theft Protection as a benefit. 
This is expected to reach 70% within the next year. Providing a benefit that shows you care about 
securing your employee’s assets will help promote better overall outlook and improved productivity. 
Furthermore, if an employee is using their personal device to access a school network, their 
access credentials can easily be stolen by the keylogger on their device. Credentials can also be 
used to access student data and / or obtain student / staff email addresses and target them with 
phishing attacks. This puts your organization at further risk of fraud and data loss. 

School computers used by both staff and 
students in the school library, school stores, 
administrative and faculty offices can present a 
security risk. Educating students and staff 
about phishing emails and cyber security is 
helpful, but cybercriminals will always find new 
ways to trick unsuspecting users into 
downloading a keylogger. 

Keyloggers are the #1 component in all malware 
and most commonly downloaded with a phishing 
email. EndpointLock can protect your school's 
devices, by blocking all keyloggers, even “zero 
day” (those not yet discovered or reported to 
antivirus companies) as well as other forms of 
malware.  EndpointLock can be deployed via group 
policy or with McAfee epo. 

Secure ALL School devices 
with EndpointLock

Protect all of your school -
owned devices with 
Keystroke Encryption 

CyberIDLock
Employee Benefit 

CyberIDLock™  is a product of Advanced Cyber Security  • For more information, call: 1-866-417-9155

Many options are available:

ID Protection is needed 
by everyone in this 
digital age. Offer the 
employee benefit 
that's in high demand.




